10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

March 17, 1999 N.G1.S.C. Subconmm ttee on Regul ati on, 57
Enf orcenent and the Internet, Washi ngton, DC
CHAl RVAN BI BLE: Wiy don't we tal k about enforcenent
mechani sms.  And we, Valerie has done a paper and if | can just
have you maybe run over sonme of the high points of your paper,
that would be hel pful. Can | ask you to identify yourself for
the record before you get going.
M5. RICE: Valerie Rice, | am on the staff of the
Nat i onal Ganbling Inpact Study Conm ssion.
CHAI RVAN BI BLE: And Dr. More, you should have a

paper entitled Prohibition Enforcenent Mechanisns, if you ve

organi zed your papers. And it |ooks |ike you have.

M5. RICE: This was a docunent that | prepared. It
just pretty nmuch dryly lists what are sone of, it’s not
exhausti ve, of suggested nechanisns  of enf or cenent for

prohi biting Internet ganbling through | egislation or other neans.
Specific areas are the Kyl Bill, credit card conpanies, the
novenent that has happened there specifically with Visa.

And Western Union which has hurt and occurred
t hroughout the states but we have heard from Florida so | focused
on Florida. We'Ill start with the Kyl Bill and the Kyl Bill went
after a lot of different ways to enforce prohibiting Internet
ganbling |ast vyear. And in its final anmended version which
actually passed the Senate 90 to 10, but it was not taken up by
the House, due to other obligations in the House at that tine.

But the first provision was to have fines against the
I ndi vidual Internet ganbler. And those found ganbling would
i ncur either the total anmpunt that that person wagered in a fine,
the total amount of their w nnings or $500.00. And then they

al so could face incarceration, inprisonnent for not nore than
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three nonths. So it could either be a conbination of fines, just
I mprisonment or, you know, both.

They also went after the Internet ganbling business
operators. They said that they were to fine them either the
total amount that they received wagered or $20,000.00. And they
al so had an inprisonnment provision in there and it could be the
same thing. It was one, the other or both. The Kyl Bill also
had different fornms of injunctive and tenporary restraining
orders that included once a ganbling operation was convicted of
offering an illegal ganmbling service, it could be, the Courts
could enter, the Departnent of Justice could enforce them to
enter a permanent injunction against this illegal activity.

And after providing notice the, you know, it could
have a tenporary restraining order agai nst any person who' s goi ng
to probably violate this illegal provision to probably, the
intent to provide an illegal ganbling operation. So it wasn't
just if they ve already offered it, it's also the probable. The
had a provision in there specifically addressing the Native
American community and the violations on Indian | ands.

And specifically they said that it would defer to the
limtations already provided under the Indian Gam ng Regul atory
Act, IGRA. And any applicable, sorry.

MR, MCCARTHY: Wsat did you understand that to nean?

M5. RICE: | understood it to nean politically
correct at the tinme, | guess. I think that, that because, you
know, | don’t have a vast know edge of |GRA | have a brief

understanding of it. And | would say that the --
CHAI RVAN BI BLE: Whereabouts is that in your --
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M5. RICE: Oh, on Page 2. | also brought with ne a
copy of that Kyl Bill, if you want to take a look at it at sone
poi nt . But you know, if Internet ganbling is illegal, | guess

the jurisdictional questions cone into play with both the Indian
| ands and their sovereignty as well as offshore. But if it’'s
illegal and they deem that placing a bet from sonewhere within
the United States, are you not on Indian |ands assum ng that
it’s, you know, just from your house.

That if you're placing a bet, whether it’s on Indian
lands or it’s overseas, if they're going to go after you for
pl aci ng that bet anyway, then that would be illegal as well, for
the individual bettor. | don’'t know what they would do in terns
of going after the Native Anerican community that was offering
this, the particular Tribe that was offering the service. I
don’t know what they would do. But | know that if they are going
after the individual bettor, that they have jurisdiction over
t hat .

| think they were trying to show jurisdiction over
different parts of the Internet, because it is so difficult to
show jurisdiction obviously. Seeing as how you can send a
nmessage from here and it can go overseas and back in a flash and
you' Il have never have known that, that you' re particul ar nessage
even went overseas. And ny nessage can go to California and end
up around the corner and | wouldn’t have even have known that.

So to show jurisdiction, | guess, they initially
probably would go after the individual bettor. | don’t know.

MR, MCCARTHY: Regarding any Internet betting from

I ndi an | ands, were they saying that the USDOG woul d have no rol e?
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M5. RICE: | wouldn't say that they were saying that.
| think that they were not clarifying it. | don’t know why.
That’ s probably sonmething to look into. | don’t know.

CHAI RVAN BIBLE: | read the statement to nean that if

it were included within a conpact then it would be an allowabl e
activity. | don't know if that was the real interpretation.
That’s how | read this sentence.

M5. RICE: In the Bill offered by Goodl atte which was
the House Bill which was then reintroduced by Representative
McCol um they handled it very differently. And so that if you
bet fromwithin a state that’s legal to a state that offers | egal
ganbling, that they passed legislation saying that they would
regul ate legal, you know, Internet ganbling, then that wouldn’t
be a problem

So then they held that true to be as well for the
Native American community. So if a Tribe was offering Internet
ganbling and you were, say, in Nevada and Nevada al | owed I nternet
ganbling, you could place that wager to a Tribal community. So
they handled it differently. " m not positive on what Kyl, the
Kyl Bill intended to do with this. But we can find out.

MR, MCCARTHY: We m ght pose these
gquestions to the author.

CHAI RVAN BI BLE: Wll, he’'s got a substantia
revision that he’s been working on so it’s probably noot at this
poi nt .

MR, MCCARTHY: Can you get a look at the nost
avai l able current draft from whoever on Senator Kyl's staff is

wor ki ng on this?
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M5. RICE: I know that they are going to nake it
public, | believe, next week. | understand that they wll be
Introducing that Bill next week and we can |l ook at it then.

MR. MCCARTHY: Al right.

M5. RICE: The next party included in the | anguage of
the Kyl Bill was the Internet Service Providers. And here again
they offer tenporary restraining order and injunctions against
I nteractive conputer services. And these orders and injunctions
could go after the Internet Service Providers that host the web
pages and force themto term nate service to those operations.

Now this brings up an interesting point because if
you' re, nost of these ganbling operations are happening of fshore.
And if a donestic Internet Service Provider is hosting that
of fshore ganbling site, they can take it down. However, nost of
these web pages are with Internet Service Providers that are
physically located in those offshore comunities. And so this
woul d not necessarily, well | don't know how they would have a
jurisdiction over them

That was sonething that | thought was interesting,
because all of this discussion was focusing on donestic |nternet
ganbl ing and nost of the Internet ganbling is happening of fshore.
So that becones a technical problem So the Internet Service
Providers would also be required to termnate Internet accounts
for individuals that were placing or receiving bets. So if an
i ndi vidual ganbler was found to be placing, ganbling on the
Internet, that that person’s account, their Internet account
woul d be term nated

And of course it included certain |anguage in terns

of technical feasibility for doing all of this and reasonable
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effectiveness. And should prevent access to |awful material that
Is already offered on line. And it also nade specific nention of
the burden of this offshore Internet ganbling problem And it
provi ded for expiration of tenporary restraining orders.

And also nentioned that these Internet Service
Providers were not obligated to nonitor use of their service
except when ordered by a Court. There was prior notice included
in the language for the restraining orders against the Internet
ganbling operators that they offered in those penalties, but not
for the Internet Service Providers taking down.

MR. MCCARTHY: That was in the Goodl atte Bill?

M5. RICE: No, that’s in the Kyl Bill. In the Kyl
Bill there was prior notice for, you know, if you were going to
enter a restraining order or injunction against an |Internet
ganbl i ng operator. But not for the Internet Service Providers
taki ng down that particular site. That was to be hamrered out, |
guess, in the courts.

And then the last thing that the Kyl Bill did was
require the Departnment of Justice, the Conmmerce Departnent and
the U S. Attorney General to report to Congress on the
enforcenment and costs of the statute, including filtering and
screening technol ogi es, effective restraining orders and
I njunctions on interactive conputer services. And the financial
costs and societal costs on illegal ganbling on the Internet and
the effects of restraining orders and injunctions on the
I nter net.

The next area that is an interesting way of enforcing
Is through credit card conpanies. | actually spoke with an

attorney today, so there is an update on this nmeno. But one
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thing that happened was Visa knows that this is happening, that
people are wusing their credit card directly to place wagers.
That they don’t even necessarily set up accounts. At sone sites
they are directly ganbling instantaneously through their credit
cards.

But at nobst sites you are setting up an account using
your credit card. And neither with a bank or with the Internet
ganbling operation, nost of the tinme with an offshore bank. And
sonetines those banks actually own the Internet ganbling
oper ati on. That’s starting to happen that there are these
mergers between the two or that they have a hand in each other’s
pocket s.

But they were treating these on |ine ganbling
merchants, they are now treating these on |ine ganbling nerchants
as high risk telemarketing nerchants. Which puts them in an
entirely different classification. And there was a neno which
outlined what that neant. And it required that the on line
ganbling nerchants show verification of a valid license in that
jurisdiction.

So if they had a license in Antigua or Australia,
where right now they are offering Internet ganbling |icenses,
that they would have to show the acquirers, the people who are
offering the Visa service, that they would have to show, those
banks they would have to, those banks would have to determ ne
that they are a licensed Internet ganbling operation.

CHAI RVAN BIBLE: But only in the originating physical
| ocation, not in the |ocation where the services, where the wager

Is taking place? It’'s just the --
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M5. RICE It’s the bank where the card is being
used. So if I, if I have a credit card and | want to wager wth
ny credit card and ny credit card happens to be a nenber of a
particul ar bank, | guess that that bank woul d have to show -- I'm
sorry, that’s incorrect. |If I was a bank and | had an operation
where | was setting up accounts for an |Internet ganbling
operation, if | wanted to operate, set up these accounts, | would
have to show that, | would have to ask this Internet ganbling
operation to showits license.

CHAI RVAN BI BLE: Show their |icense?

M5. RICE: Right, exactly. They also are responsible
for ensuring that the on line ganbling nerchants do not directly
credit wnnings to Visa cards of on |ine ganblers. What this
means is that they did not want, once a ganbler won, that the
wi nnings fromthat bank go directly to the Visa card. They said
If a ganbler wins, Visa is not going to credit them That has to
go through another neans and they suggested things like wre
servi ces. Al so, they wanted these banks to establish mninum
financial guarantees fromon |ine ganbling operators.

This is all financial ways to protect them because
they’ ve seen sone serious problens in the Courts here already.
Reviewi ng the collateral to on Iine ganbling operators regularly.

Encouraging the use of encryption technologies so that people

can’t use their banking data. Informng third party processors
of special requirenents. So if I'"’'m a bank and |I’'m using yet
another party to do this kind of transaction, | would have to

informthemof all these kinds of new rules that apply.
And nonitoring the transaction activities of on line

ganblers. \Which | guess they want them to becone al nost |ike an
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auditor, to nmake sure they are going to get paid, these credit
cards.

MR. MCCARTHY: How much of any of this is in the Kyl
Bill?

M5. RICE: None. None. The Kyl Bill did not address
banki ng nmethods. So --

CHAI RVAN BI BLE: The business | cane from | was just
foll owi ng the noney.

MR. MCCARTHY: That's exactly right.

MR. MOORE: |I'mfiguring out how we're going to catch
t hese people betting illegally. Al of themare going to wn and
they are not going to report their income and the IRSis going to
get themfor invasion of taxes. How does that sound?

CHAI RVAN BI BLE:  You're whistling Dixie.

M5. RICE: Sounds like the IRS is going to have a | ot
of auditing. So all Internet ganbling operations nust, that use
Visa, Visa wll now provide this field showing a notification
that these transactions are occurring over Internet and security
conditions for those transactions. i.e., when you go on the
Internet and you place a financial transaction right now, you
usually get a notification that says, this is, you know, using
such and such encryption so that other people can't read it.

Do you want this notice to appear again? You know, |

tend to say yes, because that way | know every tine | send a
financial information across that | know that it’s encrypted and
I"m feeling safe. So that’'s a requirenment now. The ot her

interesting thing happening with Visa right now is a |law suit

that’s occurring in California. There was a, there was a person
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in California, her nane is Cynthia Haines, and she had incurred
over $70,000.00 of ganbling debts.

And the banks of which, she held these 12 credit
cards that she had incurred these debts upon, had brought her,
had sued her in California Superior Court. And she had
counter-sued agai nst these banks. And | have spoken with her
attorney and her attorney actually today told ne that there was a
court date set for Cctober 20th of this year. Until then, they
are kind of going through these notions to dismss. And there
was even, let’'s see if | can find ny notes, | was speaking with
hi m t oday.

First USA had tried to conpel arbitration and the
Judge denied it. So now there’s a court date and | guess it’s
novi ng forward.

MR. MOORE: Now the reason the bank is being sued is
they allowed her to go over her limt?

V. Rl CE: Wll, this is where it becones
interesting. Wen she filed the suit, Haines, this is in the | aw
suit. It says, she wants, her goal is to or the law suit’s goa
IS to prevent these credit card conpanies from permtting their
credit cards from being used or accepted on web sites that accept
i1l egal bets fromthe residents of the state of California. So
her --

CHAI RVAN BI BLE: She’s asserting the gamng debt
isn’t enforceable because it is for an illegal activity.

M5. RICE: Exactly. And | believe in California,
you're not allowed to place a wager on credit cards, that you're

not allowed to use your credit card to place a wager?
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CHAI RMAN BI BLE: | would doubt the California Code
addresses that, | don’t know.
M5. RICE I think that there’ s sonething about

col l ecti ng.

MR. MOORE: |Is the bet in Nevada?

M5. RICE | know that, | know that there, yeah,
there are provisions throughout different states in their
different regulatory nodels in which you are not allowed to
directly place a ganbling wager. So --

CHAI RVAN BI BLE: No states other than New Jersey
allow you to directly place a wager wth a credit card
domestical ly.

M5. RICE Ckay. So, see now we have to go
I nt er nati onal

CHAl RVAN  BI BLE: And illegally, nobody even
addr esses.

M5. RICE: Right. So according to the attorney, the
credit card conpanies knew or should have known that the nunerous
on line casinos using their credit cards for illegal ganbling
transactions that she played, they should have known this was
happeni ng. Visa and Mastercard often, whether it’'s with their
consent or not, have direct links attached to sone of these
Internet ganbling sites where you can just, | mean they are
advertised on there to use it and you can just click on it and
you can, and it will bring you to the forns to fill out.

CHAI RVAN BIBLE: Visa sites too?

M5. RICE: |  understand, from ny understanding
evi dently. |"ve seen it nyself. | don’t know if anything, I

haven’t seen it since the high risk. But they had direct I|inks,
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and sonetines they are placed by the ganbling operators. They
are not necessarily with Visa's know edge, but they are there.

The attorney, Ira Rothkin, had to cone up with his
own enforcenent suggestions which were to require the cooperation
of financial institutions through injunctive relief. | guess
much i ke we had seen wth the Internet Service Providers and the
like. And prohibit credit card conpanies and banks from acting
as a conduit to Internet ganbling operations or setting up
financi al accounts for the sole purpose of Internet ganbling.

Provide for injunctive relief for credit card
conpanies and go to federal court to get this relief. Pr ohi bi t
the collection of credit card debts accrued through |Internet
ganbl i ng. Prohibit digital cash nechanisns from acting as a
conduit to aid and abet Internet ganbling. Now, and al so provide
injunctive relief. There are other fornms, as you know, of nobney
used on the Internet or ways to send
your financial information.

And that is through things Ilike smart cards and
digital cash and e-cash.

CHAI RVAN BI BLE: What is e-cash?

M5. RICE: Think of it alnost like if you went and
bought chips at a casino. You can go and put your noney down
t hrough this conpany, | think actually there’s a conpany out --

CHAI RVAN BIBLE: Kind of |like a phone card, pre-paid
phone card.

M5. RICE: Like a pre-paid phone card. And you can
spend it on anything.

CHAI RVAN BI BLE: Okay, | understand.

M5. RICE: | nean you can go on line to any --
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CHAI RVAN BI BLE: No one is using e-cash at this
poi nt, from what | understand.

M5. RICE: If, | nmean | imagine | guess if you say
that credit card conpanies --

CHAI RVAN BI BLE: Everybody will wuse it if you go
after the credit cards.

M5. RICE Exactly. But the difference is it is
harder, | guess, to track because you' ve created that third party
to go through already.

CHAI RVAN BI BLE: Correct. You can go buy a phone

card at Cosco.

M5. RICE: And there’s no way to tell what it’s being

spent on. It’s like spending noney. It’s just sent inmmediately.
As opposed to a credit card in which you get the bill for
af t erwar ds. It’s just debited. And then he tal ked about if it

was | egalized within the states, which really doesn’'t pertain to
us, | guess, since w're a Subcommttee to prohibit it.

The next area was Western Union. And Western Union
in conjunction with the state of Florida and their Attorney
General there has agreed to cut off all noney transfers to 40
of fshore Internet ganbling sites. And nost of themwere, | think
all 40 of them were sports ganbling operations that the Attorney
General had |ocated that were accepting this wre transfer.
There are two --

CHAI RVAN BI BLE: Before you go on, we probably have
two versions of this, of your paper.

MR, MCCARTHY: March 6th.

M5. RICE: Oh, you know why, when | sent it via

e-mai |
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CHAI RVAN BI BLE: | took your’s off e-mail
M5. RICE Ri ght. Il think it’s just the page
nunbering is different, there’s not a word change or anything.

So the page nunbering would be different. Your cover page would

be Page 1.

CHAI RVAN BI BLE: ©Oh see, | downl oaded mne. | took it
off e-mail. Al right, that’'s fine, 1’ve got it.

M5. RICEE So Western Union has two forns, well has
this one form it’s quick. It’s quick payor, quick collect
that’s often used. And you can go, sone of these ganbling
operations had direct, and sonme still do, | guess, have direct

links to the quick pay, quick collect forms. So that you can go
directly and fill it out and send it even on line. But you can
go down to a Western Union office and fill out as well.

And they have not given us the specifics of their
agreenent, but they did, every tinme that they are notified,
Western Union has said that they will shut down, if there' s a
direct link that they wll not send it. And if they know that

the noney is going to an Internet ganbling account, they won’'t

send it.

MR, MCCARTHY: Isn’t their language in an existing
federal law or in the Kyl Bill that would address this specific
I ssue?

M5. RICE: No. Western Union, wire transfers as well
as the credit card conpanies were not addressed in the Kyl Bill.

MR,  MCCARTHY: In this instance there was a renedy,
the Attorney General had sone |everage to put pressure on to get
Western Union to change what it was doing.

M5. RICE: Right.
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VR, MCCARTHY: But it may be that the hands of the
U S. Departnent of Justice and state --

CHAI RVAN BI BLE: If you renmenber the testinony, we
had testinony both fromthe Deputy Attorney General via telephone
and at one point, | believe, fromthe Attorney Ceneral, not from
the Attorney Ceneral hinself, but just from the Deputy Attorney
Gener al . And he indicated that he called them into his office
and they had, they cane to an under st andi ng.

M5. RICE: Right. That was Gary Betts.

MR, MCCARTHY: And we don’'t know what m ght have
happened?

CHAI RVAN BI BLE: He indicated he did not threaten
t hem

M5. RICE: And the attorney, Adam Coyle, who was
talking to us that evening from Wstern Union, has nentioned that
ot her states has done this as well.

CHAI RVAN BI BLE: Yeah.

M5. R CE So this is an effort, another effort on
part of all the Attorney Cenerals throughout the United States to
go after Internet ganbling.

MR,  MCCARTHY: Yeah. It may be that sone specific
| anguage on this point, either the Kyl Bill wuld sinply
strengthen the hand of State Attorneys General and the U S

Departnment of Justice. Whenever we’ve got U.S. conpani es that

are quite wllingly and aggressively participating In
international Internet betting, | don’t wunderstand why there
aren’'t provisions in the Kyl Bill including the credit card

conpani es.
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M5. RICE: Well, that’s what the attorney in the
Hai nes case has nentioned was that the reason why he went after
these banks is because they are in the United States and he had
jurisdiction over them

MR, MCCARTHY: Yeah.

MS. Rl CE But the problem does becone a little bit
nore nuddied since it’s hard to tell sonetines if it’s going to
an Internet ganbling site. You know, they've gone to these
of fshore accounts and then sonetines you can kind of go to an
account to go to an account. So for an exanple, | set up an
account in, you know, |Iceland, you know, and then | wuse that
account to funnel nore noney to an account in Antigua where the
ganbling operation is taking place. It’'s difficult.

CHAI RVAN BI BLE: wll, | think if you try hard
enough, you can figure out how to transmt noney to an Internet
wagering site. | think whatever you do, you just nmake it nore
difficult.

M5. RICE: Right.

MR, MOORE: Wiat she’'s saying is that a ot of these
sites, the Internet ganbling sites, mght not be identifiable as
one of those. It may be listed, as you said, the banks enjoin in
with them now they were hol ding each other’s hands.

M5. RICEE Well, you can tell sonetinmes when it’'s a

bank in conjunction with an Internet ganbling site, but sonetines

it’s difficult to tell if 1I’msending noney to, you know, England
and then from that England site to, you know, another. If you
tried hard enough, you know, but you still have to follow the

noney.
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CHAI RVAN BI BLE: Vell ny thought, just in terns of
this particular area, is that we wait, take a |look at the Kyl
Bill, see what inportant nechanisns it has. Il think it wll
probably have sone of the sane traditional enforcenment mechanisns
that were talked about last tine. Not traditional, but
traditional in terns of that legislation. And we’'ll look to the
| SP probably and nake it crimnalized wagering activity together.
| don’t know if that’s appropriate, but | suspect we’'ll do that
agai n.

But if anything that we can add to the dialogue to
take a |look at perhaps one of these other alternatives. And |
think you' re | ooking at a blank, quite frankly.

MR, MOORE: What woul d be wong you aski ng them about
Is this covered in the Kyl Bill? Wat would be wong in putting,
hopi ng that this was or suggesting it be in the Kyl Bill and make
it illegal for credit card conpanies and Western Union and al
ot her noney transfer to transfer noney to an Internet
gam ng site?

CHAI RVAN BI BLE: Yeah, | don’'t see a problem wth
that. | think it’'s a know edge requirenent as to, you know, how
It gets identified.

MR, MOORE: Well --

CHAI RVAN BI BLE: But you know, | don't, quite frankly
I just think you make the credit card debt not enforceable and
| et the patron who wants to | ose their noney assert their rights.

M5. RRCE: Right. Al this mght becone that case if
this case noves forward.

CHAI RVAN  BI BLE: It wll just drive the noney

sonepl ace el se.
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M5. RICE: Exactly.

CHAI RVAN BI BLE:  You know, just all the noney.

MR,  MCCARTHY: Yeah, | think all three of us are
| ooking for provisions that perhaps should logically be in the
Kyl Bill that may not be now. But we won't know that until we
see the --

CHAI RVAN BIBLE: So | think probably in terns of that
direction why don't you follow, when the Kyl Bill does get
rel eased, take a look at all the enforcenent nmechanisns and then
start exploring those options, particularly in the financial
area, that are not included in those enforcenment nmechani sns. And
you may want to contact FINSEN, which 1is the Financial
Enforcenent Network and see if they have any particular
suggestions as to how to do that.

| can give you the nane of the contact person.
Because they are involved in that because of the anti-noney
| aundering activities.

M5. RICE: Ckay. Any other questions?

CHAI RVAN BI BLE: No. Thank you.

M5. RICE: Thank you.

CHAI RVAN BI BLE: Excel |l ent work product.

M5. RICE: Thank you.

CHAI RVAN BIBLE: Let’s take up on the first item and
then we' || take a brief recess and then cone back and talk to M.
Belletire. M thought in ternms of the prohibition is that we ask
the staff to start conserving what’'s in the body of our
transmttal report to nore flesh on the recomendations instead

of just a straight prohibition. | personally am not overly
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concerned with account wagering if it is appropriately controlled
and takes place on the tel ephone.

| don’t think we ought to cross the line in any
circunstance and get into endorsenent of Internet wagering.
Whether it be for horses or dogs or casino ganes. Let that
medium still be prohibited, that account wagering be left to
states’ option if they, it was a strong recomendati on that they
adopt the appropriate safeguards. That’'s an area we want to take
a look at. | don't believe we touched common pooling at all.

And that's, this is the direction I would take. And
| don’t know how you feel about that. You may feel a little bit
differently because that in effect of course to sone aspect hone
wager. Do you want to kind of flush that out in your report? At

this point, why don't we take a recess for five mnutes. W'l

cone back and we’'ll talk about regulations with M. Belletire.



